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Security Warning

1. Please change the password of your camera regularly, using a combination of numbers, letters and special
characters.

2. We recommend that you regularly update your camera to the latest available software and firmware
versions to help ensure the best experience for your camera.

1 Overviews

FI9851P is integrated IP Camera with a color CMOS sensor enabling viewing resolution 1280*720. It combines
a high quality digital video camera, with a powerful web server, to bring clear video to your desktop from
anywhere on your local network or over the Internet.

They support the industry-standard H.264 compression technology, drastically reducing file sizes and
conserving valuable network bandwidth.

The IP camera is based on the TCP / IP standard. There is a WEB server inside which could support Internet
Explorer. Therefore the management and maintenance of your device is simplified by using the network to
achieve the remote configuration and start-up.

The camera is designed for outdoor and indoor surveillance applications such as courtyards, supermarket, and
school. Controlling the IP camera and managing images are simplified by using the provided web interface

across the network utilizing wireless connectivity.

FOSCAM provides Phone apps for Android and iPhone users, please search and install Foscam app named
Foscam on app Store or Google Play, then you can view your camera directly as a computer.

1.1 Key Features

2

Standard H.264 video compression algorithm to satisfy the transmission of high definition video in narrow
bandwidth network

1.0 Mega-Pixel

Supports IE / Firefox / Google / Safari browser or any other standard browsers
Supports WEP, PA and WPA2 Encryption

IR range up to 10m / 33ft

Supports image snapshot

Supports dual-stream

Supports IR-Cut and the filter change automatically

Embedded FOSCAM DDNS(dynamic domain name service) Service
Supports remote viewing & record from anywhere anytime

Multi-level users management with password protection

Motion detection alert via email or upload image to FTP

L 2K 2K 2R 2E 2K 2R 2R 2R 2% 2R 2
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Supporting Third Party Domain name

Providing Phone apps for Android and iPhone users

Supports multiple network protocols: HTTP /HTTPS / RTSP/TCP /IP /UDP /FTP / DHCP / DDNS /
UPNP / ONVIF

€ Providing Central Management Software to manage or monitor multi-camera

L AR 2R 2

1.2 Read before Use

Please first verify that all contents received are complete according to the Package Contents listed below.
Before the Network Camera is installed, please carefully read and follow the instructions in the Quick Setup
Guide to avoid damage due to faulty assembly and installation. This also ensures the product is used properly
as intended.

1.3 Packing Contents

e |P camera x 1 e Warranty Card x 1

e DC Power Supply x 1 e Quick Setup Guide x 1

1.4 Physical Description

1.4.1 Front Panel

1 Infrared Lamp Array
2 LENS: CMOS sensor with fixed focus lens
3 Induction IC




1.4.2 Interface

1 Power Interface
Connect the external power adapter, request for 12V/1A power.

2 LAN
10/100M adaptive Ethernet interface. Through this interface, IP camera can be connected with various network
devices, such as hub, router, etc.

3 Reset button
Press and hold on the reset button for 5 seconds. Releasing the reset button, the password will back to the
factory default administrator password. The default administrator user is admin with no password.

1.4.3 Bottom View
There are two labels located at the bottom of the camera; this is an important feature of original Foscam

cameras. If your camera does not have labels, it may be a clone. Cloned Foscam cameras can not use original
firmware and are not eligible for warranty or technical services.

1.5 Hardware Installation

1. Manually turn the base clockwise to loosen the snap.

2. Install the base of the camera on the ceiling or wall with expansion screws.
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3. Assemble the sphere, cover, and decorative in order, set the angle of the camera viewing area.
4. Finally, manually turn the camera counter-clockwise to lock the camera in place.

1.6 Instructions for outdoor installation

The cable of an outdoor camera should, from the position where the cable is divided into several cables, be
fitted dry. Install the cable into a waterproof junction box (1) or bring the cable indoors (2).




2 Accessing the Network Camera

2.1 Hardware Connection & Software Installation

1. Connect the camera to the LAN network (Router or Switch) via ethernet cable.

2. Connect the power adapter to the camera.

3. Visit Foscam official website http://www.foscam.com , select “Support > Download Center > Software Tools”,
then you can find the “Equipment Search Tool”, download the tool to your computer, the icon shows as below:

Notes:

® |f your computer ( Windows OS ) supports autorun function, you can find the corresponding file in the
opened control panel.

2.2 Access the Camera in LAN

This camera support HTTP and HTTPS protocols, so here will allow you to use HTTP and HTTPS port No.
(1) Http:// LAN IP + Http Port No.

Double click the Equipment Search Tool icon and it should find the camera’s IP address automatically after you
plug in the network cable.

Camera Name IF Addres== Dewvice ID Type
‘Enunynous Http: //192.168. 1. 105:88 006 26E55AB1E IPC

Double click the IP address of the camera; your default browser will open to the camera login page.


http://www.foscam.com

(2) Https:// LAN IP + Https Port NO.

The default Https port no. is 443. You can use the url to access the camera: https:// LAN IP + HTTPS port.
Go to Settings - Network - Port panel , you can see and change the https port NO.

(o sae (0 Refresh

HTTF Part 58
HTTPS Port 443
ORMVIF Port 585

NOTE:

When logging in for the first time, you will need to download and install the add-on.

Usemeame

Passward

Language

Stream Main sheam -

Engish  [5]

[Click Install

= Whal's thziiak?

This website wants to install the fol owng add-erm: TPCWebComrponents.exe from '3kenZhen Foscam Intelligent Technelogy Co, Lic',
2

[  —
— 1 &% -

2.3 Access the Camera in WAN

2.3.1 Static IP Addresses

Users who have static IP addresses do not need to set DDNS service settings for remote access. When you
have finished connecting the camera using the LAN IP address and port forwarding, you can access the

camera directly from the Internet using the WAN IP address and port number.

How to Obtain the WAN IP address from a public website ?

To obtain your WAN IP address, enter the following URL in your browser: http://www.whatismyip.com.The
webpage at this address will show you the current WAN [P.



http://www.whatismyip.com
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2.3.2 Remote Access

If you want to access your camera by web browser outside of your LAN, you need to configure following
configurations.

1. Choose “Settings” on the top of the camera web page, then go to the “Network > IP Configuration” section
on the left side of the screen, then uncheck the Obtain IP DHCP.

Setup Wizard i .
— % IP Configuration
ﬁasic Setlings J - ( sae ) (  Refesn) _
Network : Obtain IP From DHCP [
i J 4 —————— |P Address: Set this in the same subnet
|P Address 192.1658.1.100
SR i as your computer , or keep it as default. |
= ——| Subnet Mask: Keep it as default. i
Eeway 192.168.1.1
: Gateway and DNS Server: Setittothe |
Frimary DS Server . IP address of your router. i
Secondary DNS Server 211.162.78.3

2. Enable UPnP and DDNS in the camera’s settings page. We recommend you to use the DDNS by factory
default.

Stalus
Basic Settings

( Save ) ( _Rm)

Select Yes and click Save.

Setup Wizard _% UPnP
o

Network

‘ Enable UPnP ‘ |Yes




Setup Wizard
Status

Basic Settings
Network

Enable DDNS

Manufacturer's DDNS

Manufacturer's DDNS

Third Party DDNS
DDNS Server

Domain

DDNS

4 Save | Refresh )

| [ Restore DDNS to factory

Click Enable DDNS and click Save.
The content in the Manufacture’ s DDNS

[None
: column is the domain name of your camera.

3. You can see the port of your camera here. If you want to set Remote Access for several cameras on the
same network, you will need to change the HTTPS port for each camera.

C Save | | Refresh |

Setup Wizard
étatus - Port
Basic Settings
Network HTTP Port 88
| HTTPS Port :443
I ONVIF Port 838

4. If the UPnP of the router has been enable, you do not need to perform following steps. Otherwise, you need

to select one of the following methods to configure port forwarding on your router. For these steps, we will

be using the TP-LINK brand wireless router as an example.

® If there is a UPnP function in your router:
Choose “Forwarding > UPnP”, make sure that the Current UPnP Status is Enabled.

Quick setup . pop
wPs
Network
Wirgless
Current UPRP Status: Enabled
DHCP
- Virtual Servers Current UPnP Settings List
e ID  App Description External Port Protocol  Internal Port IP Address Status
-DMZ
security

® If there is no UPnP function in your router:

You need to manually add port forwarding, refer to the following steps. You need go to the “Forwarding >

Virtual Servers” panel for setup.



Quick Setup Virtual Servers
WPs
Network

ID Service Port Internal Port IP Address Protocol Status Modity
Wireless
DHCP
Forwarding

[ AddNew . | [ EnabeAll | [ DisableAll | [ Delete Al
- Port Triggering
-DMZ Click Add New. r N T -

Previous | | Next

-UPnP

Quick Setup Add or Modify a Virtual Server Entry

Q55
Network — ]
—— p—

ireless
DHCP Internal Port: EO{X Cnly walid for single Service Port or leave a blank)
Forwarding IP Address: | 192 168.1.100 |

‘ e L " | Input the port and IP address of
- Port Triggering Status: Enabled A .

your camera and click Save.

- DMZ
- UPnp Common Service Port: —Select One-— -

Security

Parental Control

Save ]I [ Back

Status
Quick Setup Virtual Servers
Qss
Network
ID Semvice Port Internal Port IP Address Protocol Status Modify
Wireless
1 443 443 192.168.1.100 ALL Enabled Modify Delete

DHCP

Forwarding
Vil Here you have finished the

- Port Triggering | AddNew. | [ EmableAl || Disableal | [ Deleteal || Port Forwarding setup.
-DMZ

_UPnP —

5. Now you can access your IP camera by https://domain name: HTTPS port via the Internet.

2.4 Using the VLC Player

This camera supports RTSP streaming, here you can view the camera using VLC player.

RTSP URL rtsp:// [user name][:password]@IP:HTTP port number/videosream

The part in the square brackets may be omitted.

user name & password:

The user name and password to access the camera. This part can be omitted.
IP: WAN or LAN IP address.



Videostream: Here support three modes: videoMain, videoSub and audio. When the network speed is bad,
here you had better select videoSub.

For example:

IP: 192.168.1.11
HTTP Port number: 88
User name: admin
Password: 123

Here | can enter one of the following URLs in the VLC.

1. rtsp://admin:123@192.168.1.11:88/videoMain

2. rtsp:// @192.168.1.11:88/videoMain

3. rtsp://:123@192.168.1.11:88/videoMain

4. rtsp://admin@192.168.1.11:88/videoMain

Open the VLC, and go to Media Open Network Stream option, then enter the URL into VLC.

li VLC media player
u=s - Playback Audio Video Tools WView Help

[¥] openFie... ctrl+0

Ei Advanced Open File... Ctrl+5hift+0
[E5 ©Open Folder... Ctrl+F

(=) Open Disc... Ctrl4D

== Open Network Stream. . Cirl+M |
Open Captti'e Device. .. Ctrl+C

Open Location from dipboard Cirl+v

Recent Media ¥
Save Playlist to Eile... Cirl+¥
Convert [ Save... Cirl+R

(ts1) Streaming... Cirl+5

Ctrl+Q

|L| | ||_l|| | Iil Iilml EEI:EI ) _..—;’"r’_-_--]

100 [ |
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& Open Nedia

| [ File || ﬂisr_‘ | !i!Hetwork | EC&pture Dewice

Fetwork Protocol

Flease enter a nmetwork URL:

|rtsp:/fadnin: 1230192, 168. 1. 11:68/videoMain | v

Fdde -

:

D Show more options

I Flay Ivll_ Cancel J

Sometimes you may need to enter the user name and password again. Click OK and you can see the real-time
preview.

= RTSP authentication

Fleaze enter a walid login name and a password.

| F
User name iadmn'u

|
Fazzword i.....

11



If you cannot play the video in the VLC player, please check the port mapping.
NOTE:

If you modify the camera’s username or password, you had better reboot the camera, or else the new
username and password cannot take effect when you enter the authentication in the VLC.

12



3 Surveillance Software GUI

Please refer to the Quick Setup Guide if you install the camera at first time. After finishing quick installation,
you can take time to learn the operation of the software.

3.1 Login Window

Username | admin

1

Password
l Stream Wain stream v ] 2
lLanguage [English 3 ]3

Section1 Enter the Username and password
The default administrator username is admin with no password, please reset the password at first using and
prevent unauthorized users login the camera (read chapter 3.2.4 about how to change).

Section2 Stream

The camera supports two stream modes: Main stream and sub stream. If you want to access the camera form
LAN, here you can select Main stream. If you want to access the camera from Internet, here we recommend
sub stream.

NOTE: When the network bandwidth is badly you'd better select Sub Stream and the video will be more
fluency.

Section3 Select the language
You can select the language you need via click on the language dropdown list to switch.

Section4 Login the camera
Click Login button and you will see the surveillance windows.

NOTE:

When setting up your camera for the first time, it will request that you modify the default username and/or
password if both are still set to default. Input the new username and password, click "Modify" to complete the
modification. You will now use the new username and password to login to the camera in the future.

13



Username

New username |

New password

Security Level

Confirm the password

—

3.2 Setup Wizard

After logging in for the first time, you will go to "Setup Wizard" automatically. Here you can set the basic
parameters of camera, such as the country, camera name, camera time, wireless settings, IP configuration.

Setup Wizard
Setup Wizard - Start

Follow the guide to set your camera, click "Next” to start.

Please click the menu on the left for more settings.

Country: Select the country.
Setup Wizard
Step 1 of 5 - country
. a-ﬂ\merica W

country
Please select the country where you live to ensure a better video experience for you.

Previous

Device Name: You could give name for your camera.

Setup Wizard
Step 2 of 5 - Camera Name
Flaas1P
Camera Name The maximum Device Name length is 20, support English, numbers, letters and symbols

System Time: Select the time zone you need to set the date, time,format and so on.

14



Setup Wizard

Step 3 of 5 - Camera Time =
Time Zone ._(.GMT).-Gfeenwic.ﬁ mean .tin‘re.; Lond.on,. Lisbon..E[
Sync with NTP server [
NTP Server [Auto [=]
Date Format [YYYY-MM-DD B i
Time Format 24-hour E
use DST [¥]
From | April [=] [ first [+]/sunday [+][2 [=]: 00
To | October _E[_the IastoneEl Sunday E_Z E[ oo
Ahead Of Time [0 [] Minute
Previous Next I

Wireless networks: Click Scan, find the SSID of your wireless router, select and enter the password.

Setup Wizard
Step 4 of 5 - Wireless Settings
Wireless Network List 1 | Scan S5 prodict 2 4GH- I
SSID(Network Name) Encryption Quality Encryption | |WPAWPA2 [~]

ADlink-heng WPAWPA2 alf 3
fusha+TP-LINK_403E WPAMPA2 it The maximum password length is 63,
app_net WPRAMPA2 i including numbers, letters and symbols
APP210 WPAMPA2 ot =
I 2
TP-LINK_3742 WPAMPA2 )
docdev2 WPAMWPAZ o
TP-LINK_ASDC Unencrypt o
Hi-WiFi-1307 WPAMPA2 il
1234567890987654321 WPAMPAZ aif B

IP: Set IP address of the camera. You could choose to obtain an IP automatically or set the IP address
according to your needs.

15



Setup Wizard
Step 5 of 5 - IP Configuration

Obtain IP From DHCP

3.3 Surveillance Window

1 <+ > { @Livev.den' g‘vsemngs

07 09:48:50

Y

Section1 FOSCAM Logo / LiveVideo / Settings buttons

E@SCAM. roscam Loco

, Livevideo . . . . - ;
= . Path to surveillance window. Click this button and back to the surveillance window

'n}'ﬂ Settings

do advanced settings.

: Path to Administrator Control Panel, Click it, and it will lead to Administrator Control Panel and

Section2 Multi-Device Window

16



The firmware inside the camera supports up to maximum of 9 cameras being monitoring at the same time. You
can add other cameras in multi-camera panel.

@ twevides O Setings Indoor IP Camera.

oy

I B wl -
S T \ | il =
| SIEY -4

I LED Lighls

Section3 Mode / Stream / NAA / Mirror / Flip buttons

Mode
1) 50Hz --------- Indoor surveillance (Region: Europe, China)
2) 60Hz --------- Indoor surveillance (Region: USA, Canada)

3) Outdoor Mode------ Outdoor surveillance

Stream
The default stream supports multiple modes, For example: HD Mode / 720P / 30fps / 2M meanings: Stream
type / Resolution / Maximum frame rate / Bit rate.

1) Stream type: It is used to identify the stream type.

2) 720P / VGA

There are two resolutions, the bigger one is 720P, and the smaller one (VGA) is 640x480 pixels. The bigger the
resolution, the better of the image quality is. If you are accessing the camera via internet and want to get more
fluent video streaming, please select resolution VGA.

3) Maximum frame rate

When the video format is 50Hz, the maximum frame rate is 25 fps. When the video format is 60Hz, the
maximum frame rate is 30 fps. You should lower frame rate when the bandwidth is limited. Normally, when the
frame rate above 15, you can achieve fluently video.

4) Bit rate

Generally speaking, the larger the bit rate is, the clearer video will become. But the bit rate configuration should
combine well with the network bandwidth. When the bandwidth is very narrow, and bit rate is large, that will
lead to video cannot play well.

You can reset the stream type on Settings > Video > Video Settings panel.

17



After changing, please re-login the camera and you can see the modification.

NAA: NAA (Network Auto-Adaptability) can make IP Camera changing the real-time rate to adapt different
network conditions, which can supply better preview experience. It is OFF as default.

Section4 IR LED Lights

::L IR LED Lights ]

‘Mode  Schedule T|
Auto
Manual

Click IR LED Lights and there are two modes to adjust the infrared led: Auto and Off . The default mode is
Auto.

Auto: Select it and the camera will adjust the infrared led (on or off) automatically.

Manual: Select it and turn off the infrared led manually.

Schedule: Select it and the IR led light will be off at the schedule period. If you want to define or change the IR
led lights schedule time, please go to Settings > Video > IR LED Schedule page.

Section5 Color Adjustment
In this page, you can tune Hue, Brightness, Contrast, Saturation, and Sharpness to get higher quality.

L Color Adjust )
G (—— =0
L =
» (—— =4
@ B
\_j 20

Section6 OSD

If you have added time and camera name in the video, you can see it in the live window.

Go to Settings > Basic Settings > Camera Name panel, and you can change another device name. The
default device name is anonymous.

Go to Settings > Basic Settings > Camera Time panel and adjust the device time.

Go to Setting > Video > On Screen Display panel, you can add or no add OSD.

Section7 Play / Stop / Snap / Record / Full screen button

® ® ®
I

1 2

18



1-mm- Play Click it to play the video of the camera
2------ Stop Click it to stop the video of the camera
3----- Snap Click it to make snapshot and it pop up a window which picture you snapshot, right click in the
window and save the picture to anywhere you want.

Click again and stop recording. The default storage path is C:\IPCamRecord. You can change the storage path:
Go to Settings >Record > Storage Location panel.

5-mmm Full Screen Click it to make full-screen, or you can double click the surveillance screen to make
full-screen. Double click again and exit full-screen.

Onscreen Mouse Control

Right click the mouse and you can adjust full screen and Zoom up.

Full Screen

Zoom up

Zoom down

Full Screen: Select it and Click it to make full-screen, press ESC and exit full-screen.
Zoom Up / Down: Click it and the live view will be digital zoomed up, then click Zoom Down and the live view
back to original size.

NOTE:
For Mac OS, the plugin cannot support Onscreen Mouse function, so you cannot allow to use it.

19



4 Advanced Camera Settings

Click the button “Settings”, goes to Administrator Control Panel to make advanced camera settings.

4.1 Status

Status contains four columns: Device Information, Device Status, Session Status and Log, it will show you
various information about your camera.

4.1.1 Device Information

| Setup Wizard _J i l
\ Device Information
| Status )
7 Refresh
Davice Status Camera Model FI9851P V2
R Camera Name FI9s51P
o
E og J Camera ID 0000003EC942
| Basic Seftings
F \ Camera Time 2016/06/16 06:40:55
\ Network o
L N _J System Firmware Version 1.9.3.16
| Detector J Application Firmware Version 254233
'_L Record J Plug-In Version 33.022
| Firewall A
L System J

Camera Model: The model of the device.
Camera Name: The Device Name is a unique name that you can give to your device to help you identify it.
Click Basic Settings and go to Device Name panel where you can change your camera name. The default

device name is anonymous.

Camera ID: Display the MAC address of your camera. For example Device ID is 008414350787, the same
MAC ID sticker is found at the bottom of the camera.

Camera Time: The system time of the device. Click Basic Settings and go to Camera Time panel and adjust
the time.

System Firmware Version: Display the System Firmware version of your camera.
Application Firmware Version: Display the application firmware version of your camera.

Plug-In Version: Display the plug-in version of your camera

4.1.2 Device Status

On this page you can see device status such as Alarm status, NTP / DDNS status and so on.
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L Setup Wizard ,
[l status "
) Device Information

Session Status

Log

Basic Settings

Network
Video

Detector

Record

Firewall

System

A . . .

Device Status

4.1.3 Session Status

Motion alarm status

NTP Status

DDNS Status

UPnP Status

WiFI Status

IR LED Status

Detect alarm

Failed

Disabled

Disabled

Not connected

On

Session status will display who and which IP is visiting the camera now.

Username

1

4.1.4 Log

IP Address

192.168.1.100

The log record shows who and which IP address accessed or logout the camera.

FPages:&3

MNO. | Time

1 | 2012-09-18 02:11:45
2 | 2012-09-18 01:48.56
3 | 2012-09-18 01:29:51
4 2012-09-18 01:27:54
5 2012-09-18 01:26:21
2] | 2012-09-18 01:25:42
7 | 2012-09-18 01:25:15
g | 2012-09-18 01:25:13
9 | 2012-09-18 01:24:46

10 2012-08-18 01:21:44

zer

{«:«:1 2 3:% DGO

IP

L

y

Log ¥

Refresh

Refresh

Refresh

Click: the page nmumber and go Fill in one page number, click Go
4to the conresponding page to

*! lbutton and go to the

' |see more logs i colTespoluling page

;N o ——— -

admin 192.1658.1.102 Log out

admin 21817 180187 | Log out

admin 192.168.1.100 Log out

admin 21817 160187 | Login

admin 192.1658.1.102 Login

admin 192.165.1.102 Log out

admin 192.168.1.100 Laogin

admin 192.1658.1.102 Login
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4.2 Basic Settings

This section allows you to configure your Camera Name, Camera Time, Mail, User Accounts and

Multi-Camera.

4.2.1 Camera Name

Default alias is anonymous. You can define a name for your camera here such as apple. Click Save to save
your changes. The alias name cannot contain special characters.

L Setup Wizard )
| Status )
| Basic Settings J
f ; s
Camera Time Camera Name
User Accounts

Multi-Camera

4.2.2 Camera Time

Camera Name

Save Refresh

Fl9851P
The maximum Device Name length is 20, support English, numbers, letters and symbols

This section allows you to configure the settings of the internal system clocks for your camera.

Camera Time

Time Zone

NTP Server

Date Format

Time Format

Ahead Of Time

Save Refresh
(GMT} Greenwich mean time: London, Lisbon, ¢ ~
Sync with NTP server Y/
Auto g
YYYY-MM-DD =
24-hour ¥
April * first * Sunday 2 ~80

October - thelast one > Sunday 2 Ti:ipo

0 = Minute

Time Zone: Select the time zone for your region from the dropdown menu.
Sync with NTP server: Network Time Protocol will synchronize your camera with an Internet time server.

Choose the one that is closest to your camera.
Sync with PC: Select this option to synchronize the date and time of the Network Camera with your computer.
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Manually: The administrator can enter the date and time manually. Note select the date and time format.
Use DST: Select the use DST (Daylight Saving Time, to set the clock ahead of the real-time), then set the start
time and end time of the DST, select the daylight saving time from the drop-down menu at last.

Click Save button and submit your settings.

4.2.3 User Accounts

Here you can create users and set privilege, visitor, operator or administrator. The default administrator
user accounts are admin with a blank password.

Setup Wizard )
User Accounts
S J Refresh
Basic Settings
NO. Usemame Privilege Username
1 il Administrator Privilege Visitor -
4

2

3
Network J
Video d |
Detector J 5
Record J 3
Firewall ) =
System

The maximum username length is 20, including numbers, letters and symboals _ - @ § *
Password should be 6-12 numbers, letters, symbols combination: suppot ~1@# % ** () _+{}:"l<=2"-:"\ ./

How to change the password?

Firstly, select the account which you want to change the password, then select “Change password”, enter the
old password and the new password, lastly click modify to take effect.

Setup Wizard J
\ User Accounts
Status J
B S i Refresh
asic ings . . i
. NO._ Usemame Privilege Usemname 1
'
2 New password [TITITTY
.J 3 Security Level P
- ) Confirm the passwaord sesenee
Video 1 4
Detector J 7 Privilege
Record J G | . . [“Ichange username
Firewall J 7 [¥] change password

| System

& | Modify

The maximum username length is 20, including numbers, letters and symbols _ - @ % *
Password should be 6-12 numbers, letters, symbols combmatlon support ~ T @#% " () _+{}:"<=2" -\ LS

How to add account ?
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Select one blank column, then enter the new user name, password and privilege, last click Add to take effect.
You can see the new added account on the Account list.

Refresh
NO. Username Privilege Username

1 | 1 | Administrator Fassword

3 . Confirm the password

4 Privilege Administrator -
5

I

6

7

3

The maximum username length is 20, including numbers, letters and symbols _-@ 5 *
Password should be 6-12 numbers, letters, symbols combinations suppot ~1@#% 2= () _+{}:"[=<=7"-;"\, ./

~ Refresh
MNO. Username | Privilege Username 2

1 | 1 | Administrator | Password  essssss

3 Confirm the password TTIIIY]

4 . . l Privilege Operatar -
5

=

B

i

8

The maximum username length is 20, including numbers, letters and symbols _ - @ $
Password should be 6-12 numbers, letters, symbols combinations suppot ~l@# % 2= () _+{}:"==?"-."\, ./

Delete: Select the account which you want to delete, then click Delete button to take effect.

NOTE: The default administrator account cannot be deleted, but you can add other administrator users.

How to change the username ?
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Firstly, select the account which you want to change the username, then select “Change username”, enter the
new password, lastly click modify to take effect.

Refresh

MNO. Username Privilege Username 2

1 1 Administrator Mew username 3

3 ¥ change username

4 | l [Tl change password

5 .

| Modify

B

7

8

The maximum username length is 20, including numbers, letters and symbols  -@ 5 *
Password should be 6-12 numbers, letters, symbols combination: suppot ~1@# % ** () _+{}:"[<=?"-."\, [

4.2.4 Multi-Camera

If you want to view multi-surveillance screens on one window, you need to login one camera, and set it as the
main device, and do Multi-Device Settings, add other cameras to the first one camera. Before you do
multi-cams settings, you need to assign different port such as 81, 82, 83, 84, 85, 86, 87, 88 to the cameras if
there is 8 cams installed.

The firmware within the camera can support a maximum of 9 devices monitoring all at the same time. This
page you can both add FOSCAM MJPEG and H.264 series cameras to the first camera and view
multi-surveillance screen on one window.

Add cameras in LAN

In Multi-Device Settings page, you can see all devices searched in LAN. The 1st Device is the default one. You
can add more cameras in the list in LAN for monitoring. The camera’s software supports up to 9 IP Cameras
online simultaneously. Click The 2nd Device and click the item in the Device List in LAN, the Alias, Host and
Http Port will be filled in the boxes below automatically. Enter the correct username and password then click
Add. Add more cameras in the same way.
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EHB1556x(172.16.2.136)
Foscam MYR(172.16.1 67) |1.Click it, camera model, alias,
Cameras On LAN ) : -
Foscam MNYR(172.16.1.71) |host and HTTF Port will be filled
Foscam NVR(172.16.1.59) |in the following boxes Ll
Reftesh ] automatically.
The 15t Camera This Camera
The 2nd Camera Maone
Camera Model | |H264 v

Carrera Name iFI9821W |

Haost | |1?2.15.D.4? ‘

HTTP Port | |38 |
5 2 Enter the User name and

Media Port |88 password of the 2nd camera.

sername |

Fassword

3 .Click Add to take effect. Add Delete

Camera Model: Our Company produces two series cameras: MJPEG and H.264. Here will show you which
series the camera belongs to.

'R:;n}resh . )

| [anonymous(192.168.11.193) ‘
\FIBE21W far ebuyer (192.168.11.241

ar

Cameras On LAN

Refresh I

The 1st Camera This Camera
The 2nd Camera . FI9821W(172.16.0.47)
The 3rd Carmera . FIS821W for ebuyer (192.168.11.241)
The 4th Camera . anonymous(192.168.11.203)
The Sth Carmera MNone
. The Bth Camera . MNana
The 7th Camera MNaone
The Sth Camera Mane
. The Sth Camera . Mane

Maote: If you want to access your camera rerotely, make sure you are able to access it seperately through a browser.

Back to Surveillance Windows, and click Four / Nine Windows option, you will see four / nine cameras you
added.
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D wevides G Senngs Indoor IP.Camera
[ WALl

8 halch

L e

Add cameras in WAN

If you want to view all cameras via the internet (remote computer), you will need to add them using DDNS
domain name. Firstly, make sure all of the cameras you added can be accessed through the internet.
Login to the first camera using a DDNS domain name and port.
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Use DDNS domain name and port to login

© tvevies O sewnss - IndoorIP.Camera.

Device Status

Make sure each camera you need add

Mation alarm status | Digabled
NTP Status Failsd
DONES Slatus I Success  hlplest0d myfoscam org: S8 I
LIPnP Status
WIFI Status ) i
could login with DDNS name and port
|R LED Status

Click Multi-Device Settings. Choose The 2nd Device. Fill in the 2nd camera’s name, DDNS domain name, port

number. Enter user name and password and then choose Add.

The 1st Camera This Camera
The 2nd Camers FIZ8214(172.16.0.47)
|Camera Model | |HZ64 ~|1
ICamera Marne |FI9821W I 2
Host | [172.16.0.47
HTTP Port | (88 3
Media Port | B8
Usermame |admin .
FPassward | i
5| Add Delete

1----- The camera model: MJ or H264.

2---—- The 2nd camera’s name

3 Fill in the 2nd camera’s DDNS host not LAN IP

NOTE:

The MJ series have the same HTTP Port NO. and Media Port NO.

4----- Enter the 2nd camera’s user name and password
5----- Click Add button and to take effect
NOTE:

Here the Host must be entered as the second camera’s DDNS domain name, not its LAN IP.
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. Ialnonymous.(.féiz1.68.:i.1.:.1.9.3.)
FIRE21WY for ebuyer (192.165.11.241

ar 0L

Cameras On LAN

Refresh I

The 1st Camera This Camera
The 2nd Camera . FI9821W(172.16.0.47)
The 3rd Carmera . FIS821W for ebuyer (192.168.11.241) :
The 4th Camera . anonymous(192.168.11.203) :
The Sth Carmera MNone

. The Bth Camera . MNana

. The 7th Camera . MNaone

. The Sth Camera . Mane

. The Sth Camera . Mane

Maote: If you want to access your camera rerotely, make sure you are able to access it seperately through a browser.

Return to video window. You will see all of the cameras accessible through the internet.
When you are away from home, you can use the first camera’s DDNS domain name and port to view all the
cameras via internet.

TR |

I LED Lighls

AL

4.3 Network

This section will allow you to configure your camera’s information.

4.3.1 IP Configuration

If you want to set a static IP for the camera, please go to IP Configuration page. Keep the camera in the same
subnet of your router or computer.
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Setup Wizard
Status ]
Basic Settings J
Network ]

Obtain IP From DHCPI[

IP Configuration

(.. sae ) (. Refresh )

4

IP Address 192.168.1.103
Subnet Mask 2552552550
Gateway 192.168.1.1
Primary DNS Server 211.162.78.1
Secondary DNS Server 211.162.78.2

Changing settings here is the same as using the Equipment Search Tool.

It is recommended that you use the subnet mask, gateway and DNS server from your locally attached PC. If
you don’t know the subnet mask, gateway and DNS server, you can check your computer’s local area

connection as follows:

Control Panel > Network Connections > Local Area Connections > Choose Support > Details.

‘.__’-: Network Connections

File Edit  View Favorites  Tools  Advanced  Help

Qs+ ©

l} pSearch [-C‘ Folders v

Address g Mebwork Connections

Network Tasks

Create a new

connection

:: LAN or High-Speed Internet

Local Area Connection
Connected, Firewalled

- Local Area Connection Status

| General | HSIUDF;UTE
| S — |

Connection status

Set up & home or small

T, Reakek RTLE139/510¢ P4

office netwark

@ Change Windows
Firewall settings

ﬁ Disable this network.
device

% Repair this connection

Iﬂ Rename this connection

&) View status of this
connection

Change settings of this
connection

Other Places

B' Control Panel
g Iy Mebwork Places
My Documents
'a My Computer

Details

Local Area Connection ]

% Address Type: Agzigned by DHCP
IP Address: 1592.168.0.50
Subnet Mask: 255.255.255.0
Default Gateway: 192168.01
-
Click here

Windows did not detect problems with this
connection, |f you cannot connect, click
Fepair.

Cloze
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:5 Network Connections

File: Edt View Favorites Tools  Advapced  Help

eBack T -\9 l_% pSearch H:' Folders v

Address t_\, Metwork Connections

# LANorHigh-Speed Internet [ LAE [ 10 Te Hal i e Ea E LT
Network Tasks

=
[ smensese| Network Connection Details

4 Connected, Firewalled
LA, Realisk RTLE135/310x Fa

(Create anew

conneckion Metwork Connection Details:

Q Set up a home or small

office netwark | Property Walue

Change Windo| @ i 4 e Physical Address 00-E0-DO-00-23-01
e S e Set the same Subnet Mask and Fiddiess T TERNED

i i ateway of the camera with youm | Subnet Mask 255,255 255.0
B BALEWAD ’ Default Gateway 182168.0 1

e . DHCP Server 19216801
% Gl B = Lease Obtained 20M0-7-2317:20:44
Iﬂ Rename this connection I = I Lease Expires 2010-7-2313:20:44

| 2 DMS Servers 202.96.134.33
© vewststusof U There are two DNS servers . You 19216801
Change setting{ CaN set any of them . Same with WS ever

ki & #
EEREN lgateway is also OK .

Other Places

Gr Control Panel

q My Mebwork Places |

[Ej My Documents
i My Computer

Cloge

Details

Local Area Connection

If you don’t know the DNS server, you can use the same settings as the Default Gateway.

4.3.2 Wireless Settings

Step 1: Choose “Settings” on the top of the camera interface, and go to the “Network” panel on the left side of
the screen, then click “Wireless Settings”.

Click the Scan button and the camera will detect all wireless networks around the area. It should also display
your router in the list.

Wireless Settings

Click the Scan button

Wireless . SSID
to search for wireless .
SSID[ME networks. EEHEI']' ptiun Mone -
wutingjun WRAWPAZ il Teck
dlink-chenchen2 4G WRPAWPAZ -
WEILI WPAWPA2 af
TP-LINK_3B9E4E WPAWPAZ il
TPGuest_EOEE Unencrypt " The maximum password length is 63,
TPlink-zf WEAIWPAZ o including numbers, letters and symbols
HUAWEI-DOB WPAWPAZ af
TP-LINK_YF WPAWPAZ i
HETGEARSS WPAZ o
TP-LINK_CB209C . .
- ( Click the Page number to see other wireless

Pages:d |<<123>>]| nLatworks devices if there are more than 10.
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Step 2: Click the SSID (name of your router) in the list, the corresponding information related to your network,
such as the name and the encryption, will be filled into the relevant fields automatically.

You will only need to fill in the password of your network. Make sure that the SSID, Encryption and the
password you filled in are exactly the same for your router.

Wireless Settings

e
o 2 Enter the
Wireless Network List scan | =Si0 password of
1 - your router.
SSID(Network Name) | Encryption Quality i N &
TP-LINK_B18958 Unencrypt ot | o
TP-LINK_liyo | WRAANPAZ aif Tesi[ |
magh WRANPAZ it -
TR-LINK_YE WPASPAS ..rf 3 Click Test to check
: if the password is
MNetwork-9F8T00E207022 WRANPAD it
- correct or not. 53,
: including numbers, letters and symbaols
T \ .rrf'
1 Click the SSID of your router
“ " and the relevant information it
Zl  will be filled in the fields wiil
11 automatically.
) aff

Step 3: Please click on the Save button after all settings have been entered and disconnect the network cable.
Never shut down the power of the camera until the IP camera is able to connect to the wireless network.

The LAN IP address will disappear on the window of Equipment Search Tool when the camera is configuring a
wireless connection. Wait about 1 minute or more, the camera should obtain a wireless connection, and the
LAN IP of the camera will show again on the window of the Equipment Search Tool. The IP address may have
changed after the camera receives a wireless connection; we recommend setting a static local IP address if
this IP address changes by right clicking the camera in Equipment Search Tools, setting a static IP, and
pushing OK.

Congratulations! You have set up the wireless connection of the camera successfully.

4.3.3 DDNS

If you need Foscam DDNS, you can apply it on DDNS page.
First Enable DDNS, then select “myfoscam.org” from DDNS Server list, click “Get My DDNS Now”.
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DDNS

Enable DDNS ¥ 1

Manufacturer's DDNS

Manufacturer's DDNS | | Restore DDNS to factory

Third Party DDNS

DDNS Server myfoscamorg [

Your camera do not have a Foscam DDNS! You can get a DDMS for free by click "Get

My DDNS Now".

Get My DDNS Now | | 3

Then login your Foscam Cloud account for myfoscam.org, and click “Get DDNS”.

DDNS

S N

( Save | | Refresh
e — N ——

Please login your Foscam Cloud Accout for myfoscam.org.

E-mail

Password

Get DDNS

I don't have a Foscam Acout! Tap HERE

If you don’t have a Foscam Cloud account, click “Tap HERE” to register one, then click “Get DDNS”.
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'DDNS

©

Please register your Foscam Cloud Accout and get myfoscam.org.

E-mail |

Password |

Confirm Password |

Get DDNS

After get DDNS, click “Finish” to go back to DDNS settings.

DDNS

Click "Finish” to go back to DDNS settings.

nuf9994.myfoscam.org
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DDNS

Save | | Refresh |
Enable DDNS [

Manufacturer's DDNS

Manufacturer's DDNS nuf3994 myfoscam.org | | Restore DDNS to factory

Third Party DDNS

DDNS Server [None v

Domain ‘ |

If the network error, you fail to get the DDNS, please try again.
DDNS

Save 2 Refresh )

Network errar, please try again later.

Try Again

Once you success get Foscam DDNS, you can follow below step to use.

Here take cp4911.myfoscam.org for example. Go to option of DDNS on the Settings->Network panel, you
can see the domain name.
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Setup Wizard J DDNS
Status )
Basic Setti J Save Refresh
asic Settings
Network Enable DDNS 7|
IP Conf Manufacturer's DDNS
7 Manufacturer's DDNS | :

[ Restore DDMS to factory

Third Party DDNE
DDMNS Server MNane -

Domain

Now you can use http:// Domain name + HTTP Port to access the camera via internet.

Take hostname cp4911.myfoscam.org and HTTP Port NO. 8000 for example, the accessing link of the
camera via internet would be http://cp4911.myfoscam.org:8000

Restore DDNS to factory: If you have configured Third Party DDNS successfully, but you want to use
Manufacturer’s DDNS again , here click this button and start Manufacturer’s DDNS Service.

Third Party Domain Name Settings

User can also use third part DDNS, such as www.no-ip.com. ,www. 3322.com
Here take www.no-ip.com for example:

@ Step 1 Go to the website www.no-ip.com to create a free hostname
Firstly: Login on www.no-ip.com and click No-IP Free to register.

“Home Download Services Support Company

User Login

Managed DNS

No-IP Plus, The complete managed DNS Solution

Easy to use interface Complete control over your domain

FREE dynamic DNS update client Includes 50 hosts/sub domains

Upgrade your No-IP a
4 y ~k
FROM 2 = e — to unlock many
$15 Register Your Dumald n L& features.

Click here to register. ‘

— L EEEEE— K ize uptime and add
BN RR W yow evsad

DNS infrastructure.

n

Outsource your A # Configure your

. |
; ) hostname to point ) | ’ mail service b # router to work with = toring
o /,f to your dynamic IP \1 administration wNDJP.CDm SErver monitoring
J’ ‘4

including automatic failover.

See what over 12+ million users Packages including 100MB to 2GB Our DONS is included in many
. . s Run a mail server
are talking about of storage, webmail access hardware routers !
Try us for FREE! advanced spam and virus filtering! we'll help you get started. FARLEL Docks
As low as $19.95 per year,
Stay Connected

SFas

Please register an account step by step according to instructions on_.www.no-ip.com

36


http://www.no-ip.com
http://www.no-ip.com
http://www.no-ip.com
http://www.no-ip.com

After registration, please login your email which used to register. You will receive an email from website, please
click the link to activate your ACCOUNT as indicated in email.

Secondly: Login the link with the registered username and password to create your domain name.

Download Services Support Company

User Login

Client Login

Login with the registere QRS

Home & Client Login
username and passworg

Additional Services

o

) |

Email: ‘ Upgrade your No-P account
to unlock many

features.

7

Maximize uptime and add

Password: ‘

Forget your password? No problem, Click Here
to your existing

If you are not currently a registered user of Mo-IP.com, DNS infrastructure.

and would like to be for FREE, reqister as a new user.

7750\ Need redundancy
"\~ for your mail server?
]

Click here for more info |

7 2417 Server Monitoring
e and Failover

Click here for more info

2 Need Help?

Support Center

Basic Troubleshooting
Guide

Support Ticket
Contact Us

+

*

+

*

Get Connected + Own a domain name?

N TR

3 Your No-IP

Cuixiang, welcome to your No-IP! Last Login: 2012-04-04 21:40:56 PDT from IP 656.49.14,58

You have successfully logged into No-IP's member section. To start using No-IP's services select an icon below or choose
an item from the navigation above.

@ @ & |8 | 3

Refer Friend Add a Host Manage Hosts

Click Add aHostto create a

rroM 4 domain name
{T.§ Find a Domain Name |

A\ Your NoIP Alerts

You do not have any notices at this time

Manage Domains Add Domain

Use your own domain name with our DNS system. Add

your domain name now or read more for pricing and Check this spot for important information regarding your

features

account such as expiring senices and trouble tickets

olicy

Ervice Privacy Policy Blog

1
1
|
T
i
it
=
=]
T
5
w
o
wn
il
b

Please create the domain name step by step according to instructions on www.no-ip.com

Step 2 DO DDNS Service Settings within the Camera

Please set DDNS Settings within the camera by hostname, a user name and password you’ve got from_

WWW.nho-ip.com
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http://www.no-ip.com

Take hostname ycxgwp.no-ip.info, user name foscam, password foscam2012 for example.

Firstly, goes to option of DDNS Settings on the administrator panel.

Secondly, select No-Ip as a server.

Thirdly, fill foscam as DDNS user, fill password foscam2012 as DDNS password, fill ycxgwp.no-ip.info as
DDNS domain and server URL, Then click save to make effect. The camera will restart and to take the DDNS
settings effective.

Fourthly, after the restart, login the camera, and go to option of Device Status on the administrator panel, and
check if the DDNS status is successful.

If failed, please double check if you have input the correct hostname, user name, and password, and try to
redo the settings.

NOTE :

If you have set Third Party DDNS successfully ,the Foscam Domain Name will be invalid. The Third Party
DDNS and the Foscam Domain Name cannot work at the same time, the last time you configured will take
effect.

@ Do port forwarding within the router

Example: The camera’s LAN IP address is http://192.168.8.100:2000

Firstly, login the router, goes to the menu of Port Forwarding or Port Trigger (or named Virtue

Server on some brands of router). Take Linksys brand router as an example, Login the router, and goes to
Applications & Gaming > Single Port Forwarding.

Secondly, Create a new column by LAN IP address & HTTP Port No. of the camera within the router showed
as below.

Wireless-N Home Router WRTA20H

Applications &

Gaming Setup Wireless Security Access Restrictions . Administration Status

Single Port Forwarding - | Port Ronge Forwanding | Port Ronge Triggering oMz |

Application Hame [ External Port [ Internal Port [ Protocel | ToIP Address E_nphlgﬁi
:I.c':: v: - —_ e 182.1658.8 D
ne ] ] 192.188.8 = |
K0 Fill the HTTP Port no. of the | '19‘1’&3, M l
- camera on the column of i
None o External Port and Internal Port+ | 152.168.8 |
Home % - # - | - 1821888 |
F a6 | =10
i || | Lasee 2000 ) | [Botn ) | 152 16a0100 ta| Fill the LAN IP of the camera
Wedia |isz00 | la200 | Both v | 15216580000 =l | | here, justinput the last section:
¢ * 1 | [gesn i5F i Ee D

Fill the Media Port no. of the
camera on the column of
External Port and Internal Port.

Assign a name
as you like
here.

® Use domain name to access the camera via internet

After the port forwarding is finished, you can use the domain name+ http no. to access the camera via
internet. Take hostname ycxgwp.no-ip.info and http no. 2000for example, the accessing link of the camera via
internet would be http:// yexgwp.no-ip.info:2000
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4.3.4 UPnP

Setup Wizard
Status

UPnP

Refresh
Basic Settings

Metwork Enable UPnP No -
IP Configuration
Wireless Settings

- DDNS

. Y. A
g

The default UPnP status is closed. You can enable UPnP, then the camera’s software will be configured for
port forwarding. Back to the “Device Status” panel, you can see the UPnP status:

t zzrupswzard j Device Status

Device Information Refresh
4 Motion alarm status No alarm

- NTP Status Failed

’ Leg - DDNS Status Disabled

t 3::':0::3“'”95 j UPnP Status Disabled

L spdis J WiFi Status Mot connected

l_ Detector J IR LED Status Off

| Record )

Il Firewal J

L System J

The camera’s software will be configured for port forwarding. There may be issues with your routers security
settings, and sometimes may error. We recommend you configure port forwarding manually on your router.

4.3.5 Port

This camera supports HTTP Port / HTTPS Port / ONVIF Port. HTTP Port is used to access the camera
remotely.

HTTP port: By default, the HTTP is set to 88. Also, they can be assigned with another port number between 1
and 65535. But make sure they can not be conflict with other existing ports like 25, 21.

Setup Wizard
Status

Port

= g Save Refresh
Basic Settings

Network

e
L S .

HTTP Port 88

IP Configuration HTTPS Port 443
Wireless Settings
DDNS

-~ uPnP

Another way to change the HTTP port NO.
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Step 1: Open the Equipment Search Tool, select the camera you would like to change the port of, right click on
the IP address, and click on "Network Configuration”, this brings up the network configuration box as shown in
flowing figures.

Camera Hame IF Addres=ss Dewvice ID Tvpe

H. 264

Basic Properties
Metwork Configuration
Upgrade Firmware lh% "\
Generate Check Code \

l Recover Default Select which camera
Refresh Device List you’d like to change the
Flush Arp Buffer port for, and right click.
About Equipment Search Tool I

|

ek r-Ancnymous MNetwork Cor

[” Obtain IF from DHCP server

EBHO2350

H. 264

IF Address 192 168 . 1 .110
Subnet Maszlk |255 JEDD 2SR . 0

Gateway 192 168 . 1 . 1

NS Server 192 168 . & . 8

‘ -
Hitp Port _, Modify the Http Port_.I
User admin
FPazzword {¥ckopolon =~ Enter the Username and

password, click OK.

0K I Cancel

Haote: After changing the configuration
device wi1ll automatically restart.

Step 2: Enter the username and password of the Administrator (default username is admin with a blank
password), and click OK to apply changes.

Step 3: Wait around 10 seconds, you'll see that the camera’s LAN IP address has changed. In our example it
was changed to 2000, so we see http://192.168.8.102:2000 in Equipment Search Tool. Also, the LAN IP
address is now fixed at a static IP address of http://192.168.8.102:2000. This IP address will not change even if
the camera is powered off and back on, the camera will remain on this LAN IP address. This is very important
that a static LAN IP address is set, or you may have problems later with remote access and seeing the camera
remotely if the camera loses power and reconnects on a different LAN IP address. Make sure you set a static
LAN IP address!

Camera Hame IPF Address Dewvice ID Tvpe

Anonymous Http: f/192.168.1.110: 2000 00626EHBHD230 H. 264
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If the camera cannot be accessed, please make sure the port forwarding is succeed.

HTTPS port: The default port is 443. You can use the url to access the camera: https:// IP + HTTPS port.

4.3.6 Mail Settings

If you want the camera to send emails when motion haen detectes bed, here Mail will need to be configured.

| 5 Save | Refresh
Enahle 7]
'Smtp.gma-i-l.com
SMTR Server :
SMTF server address supports English, numbers and @ _. -
SMTP FPort 25 1
[STARTILS ~|
Transpart Layer Security G-Mail only supports TLS at Port 465 and STARTTLS at Port 587 or 25. Hotmail onl
supports STARTTLS at Port 587 or 25.
Meed Authentication [Yes ~|
test123@gmai.com 2
SMTP Username The maximurm length of the user name is B3, support numbers, letters and symbaols
@_. 5"
:......
SMTP Password - ;
The maximum password length is 32, does not support the character & =

.test123@gma|.com 3 I Testl 6 I

Sender E-mail
[test@163.com
First Receiver The maximum length of the receiver is B3, suppaort nL.l.mhers, letters and symbols @
it
Second Receiver tzet@hotmail.com 4
Third Receiver '
Fourth Receiver

1----- SMTP Server / Port /| Transport Layer Security Enter SMTP server for sender. SMTP port is usually
set as 25. Some SMTP servers have their own port, such as 587 or 465, and Transport Layer Security usually
is None. If you use Gmail, Transport Layer Security must be set to TLS or STARTTLS and SMTP Port must be
set to 465 or 25 or 587, which port you choose should be decided by which Transport Layer Security you
select.

2----- SMTP Username / password [D account and password of the sender email address

3----- Sender E-mail Mailbox for sender must support SMTP

4--mv Receiver Mailbox for receiver need not support SMTP, you can set 4 receivers

5----- Save Click Save to take effect

6----- Test Click Test to see if Mail has been successfully configured.

Click Test to see if Mail has been successfully configured.
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If the test success, you can see the Success behind the Test, at the same time the receivers will receive a test

mail.

If the test fails with one of the following errors after clicking Test, verify that the information you entered is

Enable

SMTF Senver

SMTF Port

Transport Layer Security

Meed Authentication

SMTF Username

SWTP Password

Sender E-malil

First Receiver

Second Receiver
Third Receiver

Fourth Receiver

correct and again select Test .

1) Cannot connect to the server
2) Network Error. Please try later

3) Server Error

4) Incorrect user or password

5) The sender is denied by the server. Maybe the server need to authenticate the user, please check it and try

again

Save Refresh

smtp.gmail.cam
SMTF server address supports English, numbers and @ _. -
2

STARTILS ¥
G-Mail only supports TLS at Port 465 and STARTTLS at Port 587 or 25, Hotmail only

supports STARTTLS at Port 587 or 25.
Yes w
test123@gmai.com
The maximum length of the user name is B3, support numbers, letters and symbaols
i@ 5
(11111}

The maximurm password length is 32, does not support the character &=

test123@E gmai.com
[5] |Test result.
test@163. com
The maximum length of the receiver is B3, support numbers, letters and symbols @
_ o5

tseti@hotmail.com

6) The receiver is denied by the server. Maybe because of the anti-spam privacy of the server

7) The message is denied by the server. Maybe because of the anti-spam privacy of the server

8) The server does not support the authentication mode used by the device

4.3.7 FTP Settings

If you want to upload record images to your FTP server, you can set FTP Settings.
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Save Refresh

ftp: 192 165.6.140
FTF Server Example:ftp: #1192 168.1.103/dir

The maximum length of the address is 127, does not support the character & =

Fort 21
FTP hode FORT »
waocuixiang
sername The maximum length of the user name is B3, support numbers, letters and symbols _ @&
il
L LI 1L LL]]]
Fassword

The maximum password length is B3, does not support the character & =

Success

Figure a

Save Refresh

ftpfitp. mgenseal.com

FTP server
example:ftp:/192.168.1.103
Port 21
FTF hode FORT bl
User name dentestye
Password ssssssess

Success

Figure b

FTP server: If your FTP server is located on the LAN, you can set as Figure a.

If you have an FTP server which you can access on the internet, you can set as Figure b.

Port: Default is port 21. If changed, external FTP client program must change the server connection port
accordingly.

FTP Mode: Here supports two modes: PORT and PASV.

User Name / Password: The FTP account and password.

Click Save to take effect.

Click Test to see if FTP has been successfully configured.

4.3.8 P2P

Access the camera by smart phone (Android or iOS operating system)
First of all, you need to open the P2P function of the camera at Settings > Network > P2P.
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Setup Wizard
Status

P2P

= : Save Refresh
Basic Settings

Metwork uD HFUF12FT2BKI6VTT111AAZZZ
o Enable P2P [7]

Wireless Settings

DDNS

UPnP

P

P2P Port 29813

Port
Mail Settings
FTP Settings

Please search and install Foscam app named Foscam on app Store and Google Play.

4.3.9 Onvif

Setup Wizard
Status

Onvif

3 z Save Refresh
Basic Settings

L . S, .

Network Epanty il

IP Configuration ONVIF Port 588
quiess Settings .
DDNS

Port

Mail Settings
FTP Settings
P2p

RTSP Port 554

Video

Detector

Record

Firewall

jpep———
. A . A A

System

ONVIF port: By default, the ONVIF port is set to 888. Also, they can be assigned with another port number
between 1 and 65535 (except 0 and 65534). But make sure they can not be conflict with other existing ports.

RTSP Port: By default, RTSP (Real Time Streaming Protocol) port is set to 554. The default port number is
554 and it can be changed to any port No. ranges from 1 to 65535.

4.4 Video

This section allows you to configure Video stream settings, On screen display and Snapshot settings.

4.4.1 Video Settings

There are two ways to set the stream video settings. They are main stream video settings and sub stream
video settings.
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Setup Wizard

t — j Video Settings
us
: ; ; Save Refresh
| Basic Seftings )
L Metwork ,l Main stream video settings
'L i ,l Enhanced Night Vision Definition 7]
7 Stream Type HD Mode =
On Screen Display Resolution 720P b
Snapshot Settings Bit Rate M -
IR LED Schedule Frame Rate 23 -
Lens Distortion Correction Key Frame Interval 16 =
L_ Detector J Variable bitrate Yes >
Record
L J Sub stream video settings
| Firewall il
b Stream Type HD Mode =i
| System J -
Resolution QVGA(320%180} i
Bit Rate 200K ol
Frame Rate 15 -
Key Frame Interval 45 -

Enhanced Night video Definition: The camera will automatically drop the frame to extend the recording time
in the night.

Stream Type: There are four types to identify different streams you have set. If select the HD Mode, the
clearer video will become, and it will take up more bandwidth; If select the Smooth Mode, the bandwidth is very
narrow, and bit rate is large, that will lead to video can not play well. The Equilibrium Model is a value between
HD Mode and Smooth Mode.

Resolution: The camera supports two types: 720P, VGA. The higher the resolution is, the clearer video will
become. But the code flux will become larger too, and it will take up more bandwidth.

Bit Rate: Generally speaking, the larger the bit rate is, the clearer video will become. But the bit rate
configuration should combine well with the network bandwidth. When the bandwidth is very narrow, and bit rate
is large, that will lead to video can not play well.

Frame Rate: Note that a larger frame size takes up more bandwidth. When the video format is 50Hz, the
maximum frame rate is 25 fps. When the video format is 60Hz, the maximum frame rate is 30 fps. You should
lower frame rate when the bandwidth is limited. Normally, when the frame rate above 15, you can achieve
fluently video.

Key Frame Interval: The time between last key frame and next key frame. The shorter the duration, the more
likely you will get a better video quality, but at the cost of higher network bandwidth consumption.

Variable bitrate: Select the Bit rate type to constant or variable. If select Yes, the camera will change the video

bit rate according to the situation, but will not more than the maximum parameter "Bit Rate"; If select No, the Bit
Rate is unchanged.
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4.4.2 On Screen Display

This page is used to add timestamp and device name on the video.

: Setup Wizard J 0sD
| Status "
> § Save Refresh
Basic Settings =
\ Network . Display Timestamp Yes -
Display Camera Name Yes -

Display Timestamp: There are two options: Yes or NO. Select Yes and you can see the system date on the
video,

Display Camera Name: There are two options: Yes or NO. Select Yes and you can see the device name on
the video.

4.4.3 Snapshot Settings

On this page you can set the snapshot pictures’ image quality and the storage path.

.Saue R.efresh

Manual snap Quality Medium -
Pictures Save To Mane -

Enable timing to capture [7]

Capture interval 10 (5-65535s)

=) Schedule

A 000102030405 06]07 0809 10|11 [12[13[14[15 1617 [18[19 202122 |23

MON
TUE
WED
THU
FRI
SAT
SUN

Manual snap Quality: : Low, Middle and High. The higher the quality, the picture will be clearer.
Pictures Save To: FTP. If you have done FTP and Alarm settings, when alarming, the camera will snap
pictures to the FTP automatically. If you select the FTP, you can set the file name which the picture save to.

Enable timing to capture
To enable capture interval, follow the steps below:
1 Select Enable timing to capture

46



2 Capture interval: The interval time between two captures.
3 Select the capture time
® Capture anytime
Click the black button up the MON, you will see all time range turn red. When something moving in the
detection area at anytime, the camera will capture.
® Specify an capture schedule
Click the week day words, the corresponding column will be selected. For example, click TUE, the all
column of TUE turns to red, that means during Tuesday whole day, the camera will capture.
® Press the left mouse and drag it on the time boxes, you can select the serial area,
4 Click Save button to take effect.

4.4.4 IR LED Schedule

You can set the period of time during which the infrared lamp is turned off to prevent your baby from being
influenced during sleep. You can also turn off the infrared lamp on the video preview page at any time.

Setup Wizard

IR LED Schedule

Status

z Save Refresh
Basic Settings

Network IR LED Schedule

Video

L S . ..

From 08 -00 = 18 00 -
Add

Turn the IR LED off

On Screen Dis play
Snapshot Settings

4.5 Detector

Motion Detection

IP Camera supports Motion Detection Alarm, when the motion has been detected, it will send emails or
upload images to FTP.
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Motion Detection

Save Refresh
Enable [7] 1
Sensitivity Medium El 2
Triggered Interval | 10s El 3
. PC Sound[T]
Send E-mail [
Take Snapshot|] Time Interval | 2s[]
Action Please set the capture storage location in advance.(Video -> Snapshot Settings) 4
Recording []
Please set the video storage location in advance (Record -+ Storage Location)
Push message to the phone [

Set Detection Area | 5

Schedule (B

All 00|01 |02/03|04/05(06|07 08|09 |10 {11 (12113 [14 |15 16 {17 1519 [20|21 |22 |23

To enable motion detection, follow the steps below:

1 Enable Motion detection

2 Sensitivity---- It supports three modes: Low, Middle and High. The higher the sensitivity, the camera will be
more easily alarmed. Select one motion sensitivity.

3 Trigger interval--- The interval time between two motion detections. Here supports 5s/6s/7s/8s/9s/ 10s
/11s/12s / 13s / 14s / 15s. Select one interval time.

4 Select the alarm indicators

When the motion has been detected, the alarm status will turn to Detect alarm. Click Settings > Status >
Device Status to check it.

Refresh

Motion alarm status Detact alarm

MTP Status Diizable

DONS Status Dizsable

UPnP Status Success

WiFi Status Connected to:foscan-wifi
IR LED Status i

There are some alarm indicators:

A PC Sound
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If you select PC Sound, when the motion has been detected, the people around the PC will hear beep alarm
sound.

B Send E-mail

If you want to receive alarm emails when motion is detected, you must select Send E-mail and set Mail
Settings first.

C Take Snapshot

If you select this checkbox, when the motion has been detected, the camera will snap the live view window as

a still picture and load it to the FTP. Make sure you have set FTP and set FTP as the storage path in
Video->Snapshot settings panel.

Time interval: The interval time between two pictures.

D Recording

If you select this checkbox, when the motion has been detected, the camera will recording and load it to the
FTP server. Make sure you have set FTP and set FTP as the storage path in Video->Snapshot settings panel.

E Push message to the phone

If you select this checkbox, when the motion has been detected, the camera will push the message to the
phone which has been connected the camera.

5 Set Detection Area

Click set Detection Area and it pop up a window, then you can draw the detection area. Click OK button after
settings. When something moving in the detection area, the camera will alarm.

T W T

0
o
>
SR

o

(X
e

!
B

o
oo£§.
Togedeles
(o
0D

o2

6 Alarm Schedule
1. Alarm anytime when motion is detected

Click the black button up the MON, you will see all time range turn red. When something moving in the
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detection area at anytime, the camera will alarm.

=et Detection Area

Click this button and select all time range

00 0T T2 U3 0805 (U U7 [oe oy o T Py id (15 (16 [17 [18 19 [20]21 [22]23

\

||

ol [ |
WWED _| _|]—| _|]—| |
ol [ ][] |
FEI _| _|]_| _|]_| ‘
i :

SUN

2. Specify an alarm schedule

Click the week day words, the corresponding column will be selected. For example, click TUE, the all column
of TUE turns to red, that means during Tuesday whole day, when something moving in the detection area, the
camera will alarm.

Set Detection Area J

£} Schedule
(03] 01 [02 ] 03 (0405 105 (07 (@8] 05 [0 11 [12 [ 13 [T4[15 (A6 [17 (98] 15 [ 20021 [22]=3
MO
== . O 5 0 S 0 7

SUN

3. Press the left mouse and drag it on the time boxes, you can select the serial area,

Zet Detection Area ‘

) Schedule
|00 01|02 03|04 05|06 07 0809 101112131415 (1617 [18 19202122 | 23
SUN

7 Click Save button to take effect. When the motion is detected during the detection time in the detection area,
the camera will alarm and adopt the corresponding alarm indicators.

NOTE: You must set the detection area and detection schedule, or else there is no alarm anywhere and
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anytime.

4.6 Record

4.6.1 Storage Location

On this page you can change the manually recording storage path, the default storage path is
c\IPCamRecord.

Setup Wizard
Status

Storage Location

(-~ Sme ) [ Refiesh )

Basic Settings
Network
Video

Recording Location Mane b

Local Recording Location EN0 Browse Enter the local folder

Detector

AN AN A N A S

Recording Location is used for schedule recordings.

The local recording must be stored in local storage. The default Windows storage location is "c:\IPCamRecord”. The default
Mac OS storage location is "/IPCamRecord”.If you modify the path on other cameras, this default storage location will be

maodified accordingly.

Enter the local folder: Click here, You can enter the local storage folder.

4.6.2 Alarm Recording

On this page you can configure the alarm recording time and pre-recorded time.

Setup Wizard j h

- Alarm Recording
Status ) ~ _
Basic Seftings ) [ sae | Reflesh
Network ) Enable Pre-Record
Video J Pre-recorded Time 2 =
Delecior J Alarm Recording Time 30s %

Record
.

4.6.3 Local Alarm Recording

On this page you can enable local alarm record, and select the local alarm record time.
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Local Alarm Recording

Enable Local Alarm Recording [7]

Local Alarm Recording Time 30s =

4.6.4 Schedule Recording

On this page you can enable schedule record.

Scheduled Recording To FTP

Enable Scheduled Recording

Stream Main stream .
(©) Edit Scheduled Recording

00 01[02[03[04 05(06|07 08 09[10 11[12 13[14[15[16 17[18[19[20[ 212223

4.7 Firewall

This section explains how to control the access permission by checking the client PC’s IP addresses. It is
composed of the following columns: Block access from these IP addresses and Only allow access from these
IP addresses.
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Setup Wizard

IP Filtering

Status

z z Save Refresh
Basic Settings

Network Enable Firewall 7]
ey IP Filtering Block access from these IP addresses as
Detector
Regord IP Address #1
Firewall
7 IP Address #2
| System J IP Address #3

IP Address #4
IP Address #5
IP Address #6
IP Address #7

IP Address #8

Enable firewall, If you select Only allow access from these IP addresses and fill in 8 IP addresses at most, only
those clients whose IP addresses listed in the Only allow access from these IP addresses can access the
Network Camera. If you select Block access from these IP addresses, only those clients whose IP addresses
are in the IP list cannot access the Network Camera.

Click Save to take effect.

4.8 System

In this panel, you can back up / restore your camera settings, upgrade the firmware to the latest version,
restore the camera to default settings and reboot the device.

4.8.1 Back-up& Restore

Click Backup to save all the parameters you have set. These parameters will be stored in a bin file for future
use.

Click Browse and select the parameters file you have stored, then click Submit to restore the restore the
parameters.

| Setup Wizard "
-— ) Back-up & Restore
atus
L m— J Backup is used to save your current settings. It is recommended to backup your configuration before modifying or
asic Settings
r upgrading firmware.
| Network " = : 2 .
[ Voo ) _ Backup |
| Detector
t R d j Settings can be restored by uploading the backup file.
ECOn
r " Path: | || Browse I Submit
| Firewall )
L System " _
I3 - MNote:
Q;SystemUpg:ade 1. All current settings will be overwritten when importing a configuration file. If a bad configuration file is uploaded the
Patch Installation camera may not work.
Factory Reset 2. Do not turn off the power during the config import, avoid to damage the Camera. The loading process takes about
Reboot 50 seconds, the camera will reboot automatically.
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4.8.2 System Upgrade

Click “Download the latest firmware”, you will see the following screen. And click Save to save the firmware on
your computer locally.

Setup Wizard
Status

Basic Settings
Network

Video

System Upgrade

Download the latest firmware | Current Firmware Version: 2.54 2 33

| Browse System Upgrade

Resut [ ]

Your camera will reboot during the firmware upgrade.

Detector

Record

Firewall

. ., S . S . .

Your current firmware version will be displayed on your screen. You may go to the Status > Device
Information page to check for the latest firmware versions available.

Click Browse, choose the correct bin file and then click System upgrade.

Don’t shut down the power during upgrade. After upgrading, you can see the upgrade result.

Upgrade Firmware by Equipment Search Tool

(8}

Double click the Equipment Search Tool shot icon , select the Camera IP that you want to upgrade the

firmware. Then select Upgrade Firmware and enter the username and password, choose the firmware file, and
upgrade.

Camera Hame IP Address Device ID Type

AnOnyROUS : ; 00626EH89 230 H. 264
Basic Properties

MNetwork Configuration

Upgrade Firmware =
Generate Check Code 7
Recover Default

Refresh Device List

Flush Arp Buffer

About Equipment Search Tool
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Camera Mame . | =z | wice ID Type
' Anaonymous Upgrade Firmware ! )
| Anonymous BEHRBI 230 H. 264

User [adnin . Enter the User name
Fazsword ] [ and Password

Upgzrade System Firmware i

Upgrade Web UL 1

0K i

Hote: After firmware upgrade the
device will automatically restart.

CAUTION: We recommend that you regularly update your camera to the latest available software and
firmware versions to help ensure the best experience for your camera.

NOTE:

1) Please ensure you have download the correct firmware package for your camera before upgrading. Read
the upgrade documentation (readme.txt file) in the upgrade package before you upgrade.

2) Upon downloading the firmware check the sizes of the .bin files. They must match the size in the readme.txt
file. If not, please download the firmware again until the sizes are the same. Your camera will not function
correctly if a corrupt .bin file is used.

3) Never shut down the power of the camera during upgrade until the IP camera restart and get connected.

4) After upgrade successfully, please clear the cache of browser, uninstall the old plugin and re-install it, then
reset the camera to the default factory settings before using the camera.

4.8.3 Patch Installation

Click Browse to select the correct patch file, and then click Install Patch to install the patch. Do not turn off the
power during it installing. After installing is complete, you will receive a system prompt.

Setup Wizard
Status

Patch Installation

‘ Browse Install Patch

Basic Settings

Network
Video

Resut [ ]

Your camera will reboot when you installfuninstall patch.

Detector

Record

L ., . SR . R, S

Firewall

System
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4.8.4 Factory Reset

Click Factory Reset button and all parameters will return to factory settings if selected.

Factory Reset

Factory Reset | ‘ Click this button to reset the camera to factory default.

L:, Factory Reset ; 1

4.8.5 Reboot

Click Reboot to reboot the camera. This is similar to unplugging the power to the camera.

' Reboot

‘ Reboot | Click this button ta reboat your camera.
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5 Appendix

5.1 Frequently Asked Questions

NOTE: Any questions you would meet, please check Network connections firstly. Check the working status
revealed by the indicators on the network server, hub, and exchange. If abnormal, check the network
connections.

5.1.1 Equipment search tool cannot find the camera

After power on camera and connect it to router by Ethernet cable, open Equipment Search Tool it cannot find
any camera IP address. Shows a blank window like below.

e Equipment Search Tool =

Camera Name IP Address Device ID Type

This is usually because camera doesn’t get an IP in same network segment as the computer. Please follow

below steps to fix the problem.

1. Make sure both camera and computer are connected to same router.

2. Make sure camera’s connected to router properly and camera status is normal.
For indoor pan/tilt cameras, when powered on you will see a red power light and camera will pan/tilt. And on
LAN port you'll see a blinking orange light and a solid green light.

3. Reset camera to have a check. Just keep pressing rest button on camera with power on for about 30
seconds till it reboot. Reset button is usually on back/bottom of camera, or on the end cords.

4. Try another Ethernet cable or hook into another LAN port on router.

5. Make sure the router DHCP server is enabled and there is no Mac address filter.
Check router’s DHCP list as well, to see if you can find camera’s IP address there.
If yes, please try to log-in the camera directly by manually input the IP address and port (default http port: for
SD camera is 80, for HD camera is 88) of camera into address bar of web browser.

6. Please turn off any virtual machine or multiple connection (use only wired or wireless connection) that is
running on computer.

7. At latest make sure there’s no firewall is blocking Equipment Search Tool or other search tool conflicts with it.
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5.1.2 Install plugin for Internet Explore

Suggest use IE browser to log in the camera and install the plugin for the first time, then you can use it on other
browser as well. Just remember to allow the plugin to run. See below for steps to install plugin via IE browser.

Step 1: User IE browser to log in the camera for the first time, it will prompt to ask your install the plugin on the

bottom of IE browser.

Step 2: Click Install to continue the installation of the .exe plugin.

@ hitp://192.168.15.50.88/ P~ & || & PCam Client
&~ ~ [ @ v Pagev Safetyv Toolsv @~

Username S0

Password

Stream

Language

v
T i to install the foll dd-on: ‘IPCWebC ! from *ShenZhen Foscam Intelligent Technology Co,Ltd". *
— What's the skt NS

Step 3: Follow the Setup Wizard to finished installing the plugin

Note: When starting to install the plug-in, it will force to close the IE browser. Please click Yes to close the IE

browser firstly.

Setup

Detected that the program is running.

click "Yes" to turn off the program and continue the installation, or
click "MNo" to et the installation !

Yes H No

And click Next to follow the setup wizard.
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e Setup - IPCWebComponents S

Welcome to the IPCWebComponents Setup
Wizard

This will install IPCWebComponents 2.3.0.31 on your computer.

It is recommended that you close all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

| Next = |i Cancel '

Step 4: Click Finish and reboot |IE browser to log in the camera.

i Setup - IPCWebComponents = =

Completing the IPCWebComponents Setup
Wizard

Setup has finished instaling IPCWebComponents on your
computer. The application may be launched by selecting the
installed icons.

Click Finish to exit Setup.

Note, for Safari on MAC OSX it'll show a link “Plugins are not found, click me to download” just above login
windows of the camera. Please click it to download plugin and follow wizard to install. See this link for help if
after installed plugin but still cannot login camera:

http://www.foscam.com/fags/view.htm|?id=14

5.1.3 Unable to connect to router wirelessly

After setup wireless configuration, and input the wireless password correctly, save the settings. Normally, after
you disconnect the Ethernet cable, wait for few minutes camera will show up again in Equipment Search Tool
(or show up in router’s DHCP client list/LAN list) with a new IP address. That indicates your camera’s
connected wirelessly.
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If not, please follow below steps to help camera connect wirelessly.

Step1: Please make sure wireless signal is strong enough to connect with.

(1) Make sure the camera antenna is fixed well;

(2) Best to keep the distance between the camera and router in 2~3 meters while setup;
(3) There’s no interference or obstacles from house appliance or walls;

Step2: Please check if the frequency band of the wireless signal is 2.4GHz.

Our cameras only support connecting to 2.4GHz frequency wireless band. If your wireless router is dual band,
that supports two frequency band 2.4GHz and 5GHz.

Please set the 2.4GHz and 5GHz with different SSIDs, and make sure configure camera to connect with the
2.4GHz SSID.

Step3: Please check if your wireless password contains special characters.
Remove special character in SSID and wireless password to have a try.

Step 4: Reboot camera and router to have a check.
If above are all confirmed, power off and on the camera and router may help camera to connect.

Step 5: Please log-in the router and check if the MAC filter feature is enabled.
Camera has wired and wireless MAC, they are different. If your router has wireless MAC filtering turned on, it'll
block camera to connect. Please turn it off, or add camera’s MACs in the allow list.

Step 6: Please change the wireless channel, and the wireless encryption of router to have a try.
Change channel helps reduce influence from nearby WiFi networks, you can try 3,6,or 11 for example. As for
encryption, suggest use WPA2/PSK AES.

Step7: At last reset camera to default, and please try re-configure the wireless settings again.

5.1.4 Unable to access camera from internet via DDNS

Before camera can be accessed remotely via DDNS, below steps need configure correctly:
(1) Set a static IP for camera

(2) Enable DDNS

(3) And do port forwarding on router

Once done, DDNS will success to sync with external IP and camera’s port will be open.

If camera won’t work remotely, cloud be port forwarding is not working or DDNS is not synced.

Go to website such as www.canyouseeme.org input port of camera and click Check Port, you'll see whether
port of your camera is open.

But if port is closed, below tips can help get port open:

(1) Double check to make sure port forwarding settings on the router is correct.

(2) Check if there’s more than one router in network.

If yes, you need also need do port forwarding twice.

(3) Change the http port, then re-do port forwarding on router. In case current port is taken by other service.
(4) Some ISP may also block some ports, if above steps failed try consult with your ISP directly to open the
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port for you.

Go to camera Status > Device Status menu, and you can check if camera’s DDNS is successful. For the case
DDNS shows failed, please follow below tips to help it synchronize:

(1) Change DNS server to 8.8.8.8.

Please login camera’s web-page, and go to the IP configuration (For HD cameras) or basic network settings
(For SD cameras) menu to make the change.

(2) Reboot the camera and router, wait a few minutes to check again.

(3) Use a 3rd party DDNS instead, like No-IP, to see if it works.

5.1.5 Forgot camera’s user name and password

Camera can be hard reset to default settings, when you forgot camera’s login user name and password. Below

are the steps:

(1) Keep power on camera;

(2) Press and hold reset button of camera for 30 second, till it reboots. Reset button is on bottom, or back, or
end cords of the camera.

(3) Once reset, camera will be restored to default settings. And default username is admin, no password
(leave password blank).

5.1.6 How to setup alarm Emails

Setup alarm Emails, when camera detects a motion it'll send Email with snapshot to inform about the motion

alarm. Steps as below.

Step 1: Setup Mail Settings

Before you set, please make sure that your email for sender enabled SMTP. And get your Email SMTP server,

SMTP port, TLS information ready.

Please go to Settings > Network > Mail Settings menu to setup your email firstly.
=
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Setup Wizard . .
Mail Settings
Example:someone@sample.com
SMTP Username
The maximum length of the user name is 63, support numbers, letters and symbols @
e T
SMTP Password The maximum password length is 16, including numbers, lefters and symbols ~ 1 @ #
POt 20 50
example@gmail com Test
Ve Sender E-mail | ‘
|Su ccess
[example@gmai com |
Example:someone@sample com
First Receiver
The maximum length of the receiver is 63, support numbers, letters and symbols @
L
Second Receiver | ‘
Third Receiver [ |
Firewall Fourth Receiver | ‘ v

System

Note:
(1) Please make sure that your sender email supports SMTP;
(2) Please click on Save before you click on Test;
(3) Make sure the test result is success.
(4) After succeed, you will receive a test email in the mailbox of Sender.
Step 2: Setup the Motion Alarm Settings
Please go to Settings > Alarm > Motion Detection menu:
1. Click enable,
2. Choose Send E-mail for the alarm action,
3. set your detection area,
4. Set your schedule.
1
[ < |6 P £~ ]| @ peamcient < ok
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Detector |Frisgadimond [15s ]
Camera Sound [ PC Sound []
Send E-mail /]
Take Snapshot (] Time Interval
Action Please set the capture storage location in advance.(Video -> Snapshot Settings)
Recording [
Please sel the video storage location in advance.(Record -> Storage Location)
Push message fo the phone [
< Set Detection Area
© Schedule
an |00 (0102703040506 070809 10111213 14[15 1617 (1819 (2021 [22[23 v

Do not forget to click on Save after you finish settings.
If there is motion trigger, camera will alarm and you can receive alarm emails.
Note:
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(1) Please DO NOT forget to set the alarm schedule, the alarm schedule is red.

(2) Please make sure your camera time is correct.

(3) Please DO NOT forget to set the alarm area, the detected area is covered by the red grids. Or for some
models you can setup 3 detection zones in total.

5.1.7 Camera is not displaying image

Camera unable to show live image on web browser cloud be caused by multiple factors.

(1) Plugin is not installed or running properly.

Please install plugin first, go to IE Browser > Tool > Internet Option > Security > Custom Level > ActiveX

control and Plug-ins. Three options of front should be set to be Enable, The ActiveX programs read by the

computer will be stored. As follows:

Enable: Download unsigned ActiveX controls.

Enable: Initialize and script ActiveX controls not marked as safe.

Enable: Run ActiveX controls and plug-ins.

(2) Low network bandwidth that’s unable to transfer image. Please lower resolution of the camera.

(3) IR-cut is stuck at night when IR lights are on. In this case, manually turn off and on IR lights a few times.

(4) Also, if camera’s firmware is too old that doesn’t support the browser and unable to install plugin will cause
the same issue. Please update firmware of the camera to latest first.

5.1.8 Unable to connect camera remotely using Foscam app

Foscam P2P cameras allow users to connect camera remotely using Foscam app without extract setup like
port forwarding. When it unable to connect remotely, below tips can help app establish the connection:

(1) Update app and camera’s firmware to latest version,

(2) Power off the camera then power back on,

(3) Delete camera from app then re-add it back, also lower camera’s resolution.

5.1.9 Camera is added by others

When use myfoscam.com cloud or Foscam app, one camera can only be added to one account at the same
time. To solve error “This camera has already been added by another account” when add camera to Foscam
app or cloud, please send a clear photo of camera’s model sticker to Foscam support email
support@foscam.com to unbind it.

More FAQs are available here:
https://www.foscam.com/fags/index.html

5.2 Default Parameters

Default network Parameters
IP address: obtain dynamically
Subnet mask: obtain dynamically
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Gateway: obtain dynamically
DDNS: Embedded FOSCAM domain name

Username and password
Default admin username: admin with a blank password

5.3 Specification

ITEMS FI9851P
Sensor High Definition Color CMOS Sensor
Image Sensor | Display Resolution 1280 x 720 (1.0M Pixels)
Min. lllumination 0 Lux (With IR llluminator)
Lens Type Glass Lens
focal length f: 2.8mm, 3.6mm / 4mm / 6mm / 8mm option
Lens Aperture F2.4
Diagonal angle of view | 75°
Horizontal view angle 70°
Image Compression H.264
Image Frame Rate 23fps (1280 * 720)
Resolution 720P (1280 x 720), VGA(640 x 480), QVGA(320 x 240)
Stream dual stream
Video The hue, brightness, contrast, saturation, sharpness are
Image adjustment adjustable
Flip image flip and mirror
Infrared mode Automatic or manual
Night Visibility With 13pcs IR-LEDs, IR range up to 10m / 33ft
Ethernet One 10/100Mbps RJ45 port
Wireless Standard IEEE802.11b/g/n
Network
IEEE802.11b: 11Mbps(Max.);
Data Rate IEEE802.11g: 54Mbps(Max.);
IEEE802.11n: 150Mbps(Max.).
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Frequency bands

2412-2472MHz

Maximum power

18dBm

Wireless Security

P2P, WEP, WPA, WPA2

Network Protocol

IP, TCP, UDP, HTTP, HTTPS, SMTP, FTP, DHCP, DDNS,
UPNnP, RTSP, ONVIF

System
Requirements

Operating System

Microsoft Windows 2000/XP, Vista, 7,8;
Mac OS

Browser

Microsoft IE8 and above version or compatible browser;
Mozilla Firefox;

Google Chrome;

Apple Safari.

Motion Detection

Alarm via E-Mail, upload alarm snapshot to FTP

Environment

Privacy Block Set privacy area manually

Oth
er User Accounts Three levels user role

Features

Firewall Supports IP Filtering

Reset Reset button is available

Power Supply DC 12V/1.0A
Power

Power Consumption 4.2 Watts (Max.)

Dimension (LxW x H) | 93mm x 93mm x 82mm / 3.7in * 3.7in * 3.2in
Physical

Net Weight 290g / 0.6lb

Operating Temperature | -20° ~60°C (-4°F ~ 140°F)

Operating Humidity

10% ~ 80% non-condensing

Storage Temperature

-20°C ~ 60° (-4°F ~ 140°F)

Storage Humidity

0% ~ 90% non-condensing

Certification

CE, FCC, RoHS

Attention: Power adapter should be used between -20°C-40°C, and 20%-90% relative humidity.
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5.4 CE & FCC

Electromagnetic Compatibility (EMC)
FCC Statement

FC

This device compiles with FCC Rules Part 15. Operation is subject to the following two conditions.

® This device may not cause harmful interference

® This device must accept any interference received, including interference that may cause undesired
operation.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to
Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial environment. This equipment generates, uses,
and can radiate radio frequency energy and, if not installed and used in accordance with the installation
manual, may cause harmful interference to radio communications. Operation of this equipment in a residential
area is like to cause harmful interference, in which case the user will be required to correct the interference at
his own expense.

FCC Caution

Any changes or modification not expressly approved by the party responsible for compliance could void the
user’s authority to operate this equipment.

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment.

This equipment should be installed and operated with minimum distance 20cm /7.9in between the radiator&
your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

CE Mark Warning

C€

This is a Class B product. In a domestic environment, this product may cause radio interference, in which case
the user may be required to take adequate measures.

5.5 Warranty

FOSCAM values your business and always attempts to provide you the very best of service.

No limited hardware warranty is provided by FOSCAM unless your FOSCAM product ("product”) was
purchased from an authorized distributor or authorized reseller. Distributors may sell products to resellers who
then sell products to end users. No warranty service is provided unless the product is returned to an authorized
return center in the region where the product was first shipped by FOSCAM or to the point-of-purchase, which
may have regional specific warranty implications.

If you purchase your FOSCAM product from online store, please contact the point-of-purchase and ask
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for return / replacement / repair service.

Limited Hardware Warranty

FOSCAM products are warranted to be free from manufacturing defects in materials and workmanship starting
from the shipping date of FOSCAM.

This limited hardware warranty does not cover:

® Software, including the software added to the products through our factory-integration system,etc.

® Usage that is not in accordance with product instructions.

® Failure to follow the product instructions.
[ ]

Normal wear and tear.

Return Procedures

® Please read FOSCAM warranty policy & policy of your reseller first before sending items back to
point-of-purchase.

® Customer must first contact point-of-purchase to obtain a Return Merchandise Authorization (RMA)
number before returning the product. If the product you received is suspected to be defective and the
product warranty has not expired, The RMA number will allow your reseller to track your return much
easier and help them expedite processing your request.

® After receiving your RMA case number, pack the item(s) very well with the original box and all the original
accessories included such as power adapters, brackets, cables, manuals.

® Write your RMA number and the return reason (the problem of the product) on the warranty card along
with the complete package to send them back.

Replacement Services

® If customers ask for replacement service, please contact point-of-purchase and follow their policy.

® Our technicians will inspect all items returned for replacement requests. If the retuned product is found in
working order, we will return the same item received. However customers shall be responsible for all
shipping & handling charges incurred for getting the units back to customers.

® |[freturned products are found defective, we will replace the product and assume the shipping cost for
sending back the replacement unit to customers.

® |[f for any reason, we are unable to provide a replacement of the original returned item(s). You will have a
choice for a "Substitute" item at the same equal value.

® \We do not provide exchange and replacement due to normal hardware upgrade according the market
after 14 days after the product is delivered.

® Our technicians will test the product before send out the replacement, any other demand for more than
two times replacement for the same product during replacement limit will be rejected.

® Replaced products are warranted from the balance of the former warranty period.

Warranty Forfeiture

® Warranty is void if purchase from unauthorized distributor or reseller.

® Warranty is void if trade-mark, serial tags, product stickers have been removed, altered or
tampered with.

® \Warranty is void for mishandling, improper use, or defacing the product.

® \Warranty is void for physical damage, altered, either internally or externally, improper or inadequate
packaging when returned for RMA purposes.

® \Warranty is void if damage has resulted from accident, dismantle, abuse, or service or modification by
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someone other than the appointed vendor, souse, fission or the spare part has been over the period of

warranty.

® \Warranty is void if product is damaged due to improper working environment or operation. (For example,
improper temperature, humidity, unusual physical or electrical stress or interference, failure or fluctuation
of electrical power, static electricity, using wrong power adapter, etc.)

® \Warranty is void if damaged by the use of parts not manufactured or sold by FOSCAM.

® Damage caused by improper installation of third-party products.

® \Warranty is void if damaged for irresistible cause, such as earthquake, fire, lightning, flood, etc.

® Product beyond limited warranty.

Shipping Fee

® |[f products are defective or damaged under normal use or operation in the replacement limit, distributors
or resellers are responsible for the shipping cost the product back to customers, customers should
assume the shipping cost send the product to the point-of-purchase.

® During replacement limit, if customers ask for replacement due to the product does not fit for customer’s
personal expectation, customers should responsible for both shipping fee.

® Customers shall be responsible for both shipping fee if their product beyond the replacement limit but still

in warranty limit.

Repair Service Out Of Warranty

FOSCAM provide extra repair service for product that out of warranty, it is chargeable. The total fee
contains device cost and service fee. Device cost (including accessories) is the standard uniform price
provide by FOSCAM.

Different region may have different service fee, please contact the point-of-purchase to confirm that before
you ask for this service.

Our technicians will quote the total price after detect the product, If customers refused to repair after the
quotation, customers need pay for the test fee, $3.5 / hour. If agree with the quotation, test will be free.
Repaired product out of warranty will obtains 3-month warranty from the date of the product back to
customers.

Limitation of Liability

FOSCAM is not responsible for other extra warranty or commitment promised by resellers, if your reseller
promised some extra commitment or warranty; please ask for written documents to protect your rights and
interests.

FOSCAM does not offer refunds under any circumstances. Please contact the point-of-purchase and
follow their refund / return policy.

FOSCAM shall not be liable under any circumstances for any consequential, incidental, special or
exemplary damages arising out of or in any connection with this agreement or the products, including but
not limited to lost profits, or any claim based on indemnity or contribution, or the failure of any limited or
exclusive remedy to achieve its essential purpose or otherwise. Purchaser's exclusive remedy, as against
FOSCAM, shall be the repair or replacement of defective parts. If FOSCAM lists a product on its website
specification in error or that is no longer available for any reason, FOSCAM reserves the right to explain it
without incurring any liability.

All rights reserved. FOSCAM and the FOSCAM logo are trademarks of ShenZhen FOSCAM
Intelligent Technology Limited., registered in the U.S. and other countries.
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5.6 Statement

You are advised to be cautious in daily life, keep personal account information carefully, do not share personal
account easily. Change passwords of your account and equipment periodically, and upgrade equipment
firmware to strengthen security consciousness.

Our company makes no warranty, implied or otherwise, that this product is suitable for any particular purpose
or use. You need to abide by the relevant laws and regulations of the use restrictions when using Foscam
cameras. Our company takes no responsibility of illegal activities by using our products.

Our company takes no responsibility of the loss by force majeure, such as failure or faults of telecom system or
the Internet network, computer viruses, malicious attacks of hackers, information damage or loss, and faults of
computer system.

Foscam company does not need to take any responsibility of the special, incidental or corresponding loss by
the products of our company or any software provide by our company, including but not limited to operating
loss, profit or purpose. The company only takes the responsibility applicable to national and local legal
requirements.

Our company takes no responsibility of the loss caused by the following at ant time:

1) loss of purchases;

2) loss of intangible property damage, such as data, programs;

3) loss of compensation claimed by third-party customers.

Delete images, format the memory card or other data storage devices does not completely remove the original
image data. You can restore deleted files from discarded the storage device by commercial software, but which
will potentially lead to personal image data used maliciously by others. The privacy of the data security belongs
to user responsibility, the company takes no responsibility.

Parts mentioned in this statement should not be understood by the configuration description of the product
purchased by the customer, the product configuration must accord to the specific models purchased by the
customer.

Without the prior written permission of Foscam company, all the contents of relevant operating instructions
manual affiliated to the product must not be reproduced, transmitted, transcribed or stored in a retrieval system,

or translated into other languages.

Our company will reserve the right to improve and modify the product and corresponding manuals. The
company reserves the right of final interpretation on our products.
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6 Obtaining Technical Support

While we hope your experience with the IP camera is enjoyable and easy to use, you may experience some
issues or have questions that this User’s Guide has not answered.

If you have problem with FOSCAM IP camera, please first contact FOSCAM reseller for solving the problems.
If our reseller cannot provide service, please contact our service department: support@foscam.com

CEFCE

CE Certicate Website: http.//www.foscam.com/company/ce-certificate.html
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